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QUESTION NO: 1 

A company is using an AWS Lambda function to process records from an Amazon Kinesis data stream. 

The company recently observed slow processing of the records. A developer notices that the iterator 

age metric for the function is increasing and that the Lambda run duration is constantly above normal. 

Which actions should the developer take to increase the processing speed? (Choose two.) 

A. Increase the number of shards of the Kinesis data stream. 

B. Decrease the timeout of the Lambda function. 

C. Increase the memory that is allocated to the Lambda function. 

D. Decrease the number of shards of the Kinesis data stream. 

E. Increase the timeout of the Lambda function. 

 

QUESTION NO: 2 

A developer is creating a mobile app that calls a backend service by using an Amazon API Gateway 

REST API. For integration testing during the development phase, the developer wants to simulate 

different backend responses without invoking the backend service. 

Which solution will meet these requirements with the LEAST operational overhead? 

A. Create an AWS Lambda function. Use API Gateway proxy integration to return constant HTTP 

responses. 

B. Create an Amazon EC2 instance that serves the backend REST API by using an AWS CloudFormation 

template. 

C. Customize the API Gateway stage to select a response type based on the request. 

D. Use a request mapping template to select the mock integration response. 
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QUESTION NO: 3 

A developer needs to migrate an online retail application to AWS to handle an anticipated increase in 

traffic. The application currently runs on two servers: one server for the web application and another 

server for the database. The web server renders webpages and manages session state in memory. The 

database server hosts a MySQL database that contains order details. When traffic to the application is 

heavy, the memory usage for the web server approaches 100% and the application slows down 

considerably. 

The developer has found that most of the memory increase and performance decrease is related to 

the load of managing additional user sessions. For the web server migration, the developer will use 

Amazon EC2 instances with an Auto Scaling group behind an Application Load Balancer. 

Which additional set of changes should the developer make to the application to improve the 

application's performance? 

A. Use an EC2 instance to host the MySQL database. Store the session data and the application data in 

the MySQL database. 

B. Use Amazon ElastiCache for Memcached to store and manage the session data. Use an Amazon RDS 

for MySQL DB instance to store the application data. 

C. Use Amazon ElastiCache for Memcached to store and manage the session data and the application 

data. 

D. Use the EC2 instance store to manage the session data. Use an Amazon RDS for MySQL DB instance 

to store the application data 

 

QUESTION NO: 4 

An application uses an Amazon EC2 Auto Scaling group. A developer notices that EC2 instances are 

taking a long time to become available during scale-out events. The UserData script is taking a long 

time to run. The developer must implement a solution to decrease the time that elapses before an 

EC2 instance becomes available. The solution must make the most recent version of the application 

available at all times and must apply all available security updates. The solution also must minimize 

the number of images that are created. The images must be validated. 

Which combination of steps should the developer take to meet these requirements? (Choose two.) 

A. Use EC2 Image Builder to create an Amazon Machine Image (AMI). Install all the patches and agents 

that are needed to manage and run the application. Update the Auto Scaling group launch 

configuration to use the AMI. 

B. Use EC2 Image Builder to create an Amazon Machine Image (AMI). Install the latest version of the 

application and all the patches and agents that are needed to manage and run the application. Update 

the Auto Scaling group launch configuration to use the AMI. 



C. Set up AWS CodeDeploy to deploy the most recent version of the application at runtime. 

D. Set up AWS CodePipeline to deploy the most recent version of the application at runtime. 

E. Remove any commands that perform operating system patching from the UserData script. 

 

QUESTION NO: 5 

A developer has an application that stores data in an Amazon S3 bucket. The application uses an HTTP 

API to store and retrieve objects. When the PutObject API operation adds objects to the S3 bucket the 

developer must encrypt these objects at rest by using server-side encryption with Amazon S3 

managed keys (SSE-S3). 

Which solution will meet this requirement? 

A. Create an AWS Key Management Service (AWS KMS) key. Assign the KMS key to the S3 bucket. 

B. Set the x-amz-server-side-encryption header when invoking the PutObject API operation. 

C. Provide the encryption key in the HTTP header of every request. 

D. Apply TLS to encrypt the traffic to the S3 bucket. 

 

QUESTION NO: 6 

A developer has an application that makes batch requests directly to Amazon DynamoDB by using the 

BatchGetItem lowlevel API operation. The responses frequently return values in the UnprocessedKeys 

element. 

Which actions should the developer take to increase the resiliency of the application when the batch 

response includes values in UnprocessedKeys? (Choose two.) 

A. Retry the batch operation immediately. 

B. Retry the batch operation with exponential backoff and randomized delay. 

C. Update the application to use an AWS software development kit (AWS SDK) to make the requests. 

D. Increase the provisioned read capacity of the DynamoDB tables that the operation accesses. 

E. Increase the provisioned write capacity of the DynamoDB tables that the operation accesses. 

 

QUESTION NO: 7 

A developer is building a web application that uses Amazon API Gateway to expose an AWS Lambda 

function to process requests from clients. During testing, the developer notices that the API Gateway 

times out even though the Lambda function finishes under the set time limit. 



Which of the following API Gateway metrics in Amazon CloudWatch can help the developer 

troubleshoot the issue? (Choose two.) 

A. CacheHitCount 

B. IntegrationLatency 

C. CacheMissCount 

D. Latency 

E. Count 

 

QUESTION NO: 8 

A company is building a web application on AWS. When a customer sends a request, the application 

will generate reports and then make the reports available to the customer within one hour. Reports 

should be accessible to the customer for 8 hours. Some reports are larger than 1 MB. Each report is 

unique to the customer. The application should delete all reports that are older than 2 days. 

Which solution will meet these requirements with the LEAST operational overhead? 

A. Generate the reports and then store the reports as Amazon DynamoDB items that have a specified 

TTL. Generate a URL that retrieves the reports from DynamoDB. Provide the URL to customers 

through the web application. 

B. Generate the reports and then store the reports in an Amazon S3 bucket that uses server-side 

encryption. Attach the reports to an Amazon Simple Notification Service (Amazon SNS) message. 

Subscribe the customer to email notifications from Amazon SNS. 

C. Generate the reports and then store the reports in an Amazon S3 bucket that uses server-side 

encryption. Generate a presigned URL that contains an expiration date Provide the URL to customers 

through the web application. Add S3 Lifecycle configuration rules to the S3 bucket to delete old 

reports. 

D. Generate the reports and then store the reports in an Amazon RDS database with a date stamp. 

Generate an URL that retrieves the reports from the RDS database. Provide the URL to customers 

through the web application. Schedule an hourly AWS Lambda function to delete database records 

that have expired date stamps. 

 

QUESTION NO: 9 

A development team maintains a web application by using a single AWS CloudFormation template. 

The template defines web servers and an Amazon RDS database. The team uses the Cloud Formation 

template to deploy the Cloud Formation stack to different environments. 



During a recent application deployment, a developer caused the primary development database to be 

dropped and recreated. The result of this incident was a loss of data. The team needs to avoid 

accidental database deletion in the future. 

Which solutions will meet these requirements? (Choose two.) 

A. Add a CloudFormation Deletion Policy attribute with the Retain value to the database resource. 

B. Update the CloudFormation stack policy to prevent updates to the database. 

C. Modify the database to use a Multi-AZ deployment. 

D. Create a CloudFormation stack set for the web application and database deployments. 

E. Add a Cloud Formation Deletion Policy attribute with the Retain value to the stack. 

 

QUESTION NO: 10 

A company wants to share information with a third party. The third party has an HTTP API endpoint 

that the company can use to share the information. The company has the required API key to access 

the HTTP API. The company needs a way to manage the API key by using code. The integration of the 

API key with the application code cannot affect application performance. 

Which solution will meet these requirements MOST securely? 

A. Store the API credentials in AWS Secrets Manager. Retrieve the API credentials at runtime by using 

the AWS SDK. Use the credentials to make the API call. 

B. Store the API credentials in a local code variable. Push the code to a secure Git repository. Use the 

local code variable at runtime to make the API call. 

C. Store the API credentials as an object in a private Amazon S3 bucket. Restrict access to the S3 

object by using IAM policies. Retrieve the API credentials at runtime by using the AWS SDK. Use the 

credentials to make the API call. 

D. Store the API credentials in an Amazon DynamoDB table. Restrict access to the table by using 

resource-based policies. Retrieve the API credentials at runtime by using the AWS SDK. Use the 

credentials to make the API call. 


